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INTRODUCTION

This document is prepared to guide user to use new IWK Risk Management System
(IRMS). IRMS is developed by IT Department based on requirements for an
asset/department related risk management database as provided by AMPSS - PED
(Asset Management Planning Services Section — Planning & Engineering Department),
Risk Management & Compliance Unit (RMCU) and Operation & Maintenance
Department (O&M). The system was designed to register the identification, evaluation,
control and report the risk related to asset/department.

SYSTEM OBJECTIVES
As per the user requirement, the system was developed to meet the following objectives:

a) Allow data entry by users.

b) Workflow for risk identification, evaluation, review, escalation & closing.

c) Availability of up-to-date information to all users.

d) Eliminate need for manual records or duplicate entries and minimizing paper
work.

e) Effective communication via email alerts and reminders.

f) Automation of reports and analysis.

g) Historical record of risks sharing trends.

USERS OF THE SYSTEM
There are 3 types of risks in IRMS with different user role:

1) Corporate Risk — Corporate Risk Management System (CRMS)
2) Operational Risk — Operational Risk Management System (ORMS)
3) Asset Risk — Asset Risk Management System (ARMS)

CRMS /ORMS

Roles Description

Risk Focal DRMC members.

Risk Owner Person who shall be accountable for the risk.

Risk Co-Owner Person who shall be responsible in managing the risk
with Risk Owner

Risk Approver Head of Department who shall endorse the risk

Risk Administrator Risk Management & Compliance Unit RMCU who
monitor and review the risk.

Risk  Treatment Plan | Person who will be accountable for the risk treatment

Owner plan.

ARMS
Roles Description
Risk Focal Person who register the risk.
Risk Owner Person who shall be accountable for the risk.
Risk Treatment Owner Risk Owner
Risk Approver Person who approve the risk.
Risk Expert Person who monitor and review the risk.
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PROCESS FLOW

CRMS /ORMS

Risk Register Status:
Draft

Risk Registration and
Update by Risk Focal

Risk Evaluation by
Risk Focal

Identify and Update
Risk Treatment Plans
by Risk Focal

( Amendments by

Submit risk register
and risk treatment plan
by Risk Focal

.

| RiskFocal

S

Decision
by Risk
Owner

| Reject

Notification to Risk Owner

Approved
I
|

Decision
by Risk
Approver

| Reject

Notification to Risk Focal

Notification to Risk Approver

[ Approved
I
|

Decision
by RMCU

Risk Register Status:

| Reject

Notification to Risk Focal cc
Risk Qwner

Notification to RMCU

| Approved

Active

Risk registered in
system

Notification to Risk Focal cc
Risk Approverand Risk Owner

Notification to Risk Focal, Risk
Owner, Risk Co— Owner, Risk
Treatment Plan Owner
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Below are the list of actions based on roles during workflow. This list located at upper-
left page.

Risk Focal
Action icon will be displayed as below when :
a) Risk Owner click on Revert to Risk Focal icon.

B I-'JI

Edit Submit for Revie

Action Description
Edit Edit/Change risk information.
Submit Re-submit registered risk to Risk Owner.

Risk Owner

Action icon will be displayed as below when :
a) Risk Focal submit registered risk by click on Save & Submit push button.
b) Risk Focal click on Submit for Review icon.

r L
| p—

Submit for ReviewRevert to Risk Focal

View Details
Action Description
View Details To allow Risk Owner click on view details
button and review the data.
Submit for Review Risk Owner submit risk to Risk Approver
(HOD)
Revert to Risk Focal If Risk Owner do not agree with the risk info,
they can revert back the risk to Risk Focal.

Risk Approver (HOD)
Action icon will be displayed as below when :
a) Risk Owner click on Submit for Review icon.

Revert to Risk Focal Approve

View Details
Action Description
View Details To allow Risk Approver click on view details

button and review the data.

Revert to Risk Focal If Risk Approver do not agree with the risk
info, they can revert back the risk to Risk
Focal.

Approve If approved, risk will be escalated to RMCU.

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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RMCU
Action icon will be displayed as below when :
a) Risk Approver click on Approve icon.

B Y-

Approve Revert to Risk Focal

View Details
|

Action Description

View Details To allow RMCU click on view details button
and review the data.

Revert to Risk Focal If RMCU do not agree with the risk info, they
can revert back the risk to Risk Focal.
Approve If approved, Risk Focal can proceed to update
status in Risk Treatment Plan screen..

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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ARMS
[ ]‘—L( Jooeoee i Notification to Risk Focal >
lSave
Risk Status: [ ]‘J—I
Draft
l Proceed
¢ Risk Treatment Status
Draft
> Reject
Escalate = oamEEEEes | Notification to URMC Risk Approver >
Risk Status:
Active Revert to Step 4 SRt 1 Notification to Risk Owner >
Approved Notification to URMC Risk Approver >
i In Hold for In Hold more than 180 days
Escalate [ Notification to RMC Risk Approver >
Revert to Step 5 B R R - Notification to URMC Risk Approver >
6. Decision Approved Notification to RMC Risk Approver >
by RMC In Hold for In Hold more than 180 days
Escalate = SeEEiEstes -{ Notification to AORMC Risk Approver >
~-|_ Notification to RMC Risk Approver >
7. Decision Approved Notification to AORMC Risk Approver >
by AORMC In Hold for In Hold more than 180 days
Escalate | Notification to AMSC Risk Approver >
- Revert to Step 7 —1 Notification to AORMC Risk Approver >
8. Decision — =
I — Approved Notification to AMSC Risk Approver >
Y In Hold for In Hold more than 180 days
- Notification to Risk Owner >
l Risk Treatment Plan Status Notification to Risk Owner for >
Waiting Waiting more than 30 days
In Progress | Notification to Risk Owner to update>
Abandon | Residual Risk Rating
Completed [ Notification to Risk Owner for :
| Expected Completed near 30 days
L | Notification to Risk Owner to >
| propose new Risk Treatment Option
[ 7777777777777 Notification to Risk Owner for >
l Completed more than 60 days
[ }
T [ PIC: Risk Focal |
Risk Status: v [ PiC: Risk Owner |
Expired e [ PiCURMC |
J PIC: RMC
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Below are the list of actions based on roles during workflow. This menu icon located at
upper-left page.

Risk Owner

Action icon will be displayed as below when :
a) Risk Focal submit registered risk by click on Save & Submit push button
b) Risk Focal click on Submit icon

Reject Escalate to URMC Revert to Risk Focal

Action Description

Edit Edit/Change Risk Evaluation info.

Reject Reject the risk and status will set as Expired.

Escalate to URMC Risk Owner escalate the risk to URMC.

Revert to Risk Focal If Risk Owner do not agree with the info in
Risk Identification, they can revert back the
risk to Risk Focal.

Before the risk escalated to URMC, Risk Owner need to fill up Gross Risk Rating,
Planned Residual Risk Rating and Risk Treatment Option completely. If not, the
validation message will be displayed as below:

+« Please click Edit and select Risk Treatment Option to Proceed

Risk Focal
Action icon will be displayed as below when :
a) Risk Owner click on Revert to Risk Focal icon

E _ *':

Edit Submit
Action Description
Edit Edit/Change Risk Identification info.
Submit Re-submit registered risk to Risk Owner.
URMC

Action icon will be displayed as below when :
a) Risk Owner click on Escalate to URMC icon
b) RMC click on Revert to URMC icon

E "':;_ Q v .4

Revert to Risk Owner  In Hold Approve Escalate to RMC

View Details
Action Description
View Details To allow URMC click on view details button

and review/edit the details info (Hold Status).
Revert to Risk Owner | If URMC do not agree with the info, they can

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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revert back the risk to Risk Owner.

In Hold If required, URMC can set risk status to hold
for certain reason.

Approve Risk is approved by URMC and Risk Focal can
proceed to the Risk Treatment Plan.

Escalate to RMC If the actions are not within the authority &

resources of the Unit Office, the risk will be
escalated to the RMC.

Before risk status changed to In Hold, URMC/RMC/AORMC/AMSC need to fill
Hold Status info in Risk Evaluation tab (Planned Residual Risk Rating section). If
not, the validation message will be displayed as below:

+ Please click Edit and Select Hold Status to Proceed

PLANNED RESIDUAL RISK RATING

Wiew PRR Risk Evaluation

AUDIT WIEW Risk Treatment Risk Treatment Title
Option
Wiew Status Option 1 To Coordinate WWith L

Selected Risk Treatment OCption 1
Plan

Risk Treatment Reduce

I F Hold Status | oioage select - - I

RMC

Action icon will be displayed as below when :
a) URMC click on Escalate to RMC icon
b) AORMC click on Revert to RMC icon

Revertto URMC In Hold Escalate to AORMC Approve

View Details
Action Description
View Details To allow URMC click on view details button
and review/edit the details info (Hold Status).
Revert to URMC If RMC do not agree with the info, they can
revert back the risk to URMC.
In Hold If required, RMC can set risk status to hold

for certain reason.

Escalate to AORMC If the actions are not within the authority &
resources of the RMC, the risk will be
escalated to the AORMC.

Approve Risk is approved by RMC and Risk Focal can
proceed to the Risk Treatment Plan.

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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AORMC

Action icon will be displayed as below when :
a) RMC click on Escalate to AORMC icon
b) AMSC click on Revert to AORMC icon

Escalate to AMSC  In Hold Approve Revert to RMC

View Details

Action Description

View Details To allow AORMC click on view details button
and review/edit the details info (Hold Status).

Escalate to AMSC If the actions are not within the authority &

resources of the AORMC, the risk will be
escalated to the AMSC

In Hold If required, AORMC can set risk status to hold
for certain reason.

Revert to RMC If AORMC do not agree with the info, they can
revert back the risk to RMC.

Approve Risk is approved by AORMC and Risk Focal

can proceed to the Risk Treatment Plan.

AMSC
Action icon will be displayed as below when :
a) AORMC click on Escalate to AMSC icon

Rewvert to AORMC  In Hold Approve

View Details

Action Description

View Details To allow AMSC click on view details button
and review/edit the details info (Hold Status).

Revert to AORMC If AMSC do not agree with the info, they can
revert back the risk to AORMC.

In Hold If required, AMSC can set risk status to hold
for certain reason.

Approve Risk is approved by AMSC and Risk Focal can
proceed to the Risk Treatment Plan.

Every action will have Remarks and need to be entered by users. If not, work flow will
not able to execute.

Submit an action - 'Rejected'
You can use thie ecreen to submit your action

Digital Fingerprint This submission, its data and uploaded
contant of file contents have been checked and
verified to be untampered with.

Remarks * ||

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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1.0 GETTING STARTED

To start the application, follow the steps below :

e Go to Google Chrome. Type the following URL at the Address bar :
http://i.iwk.com.my

C | O httpy//iiwk.com.my

e Click on icon below:

IRMS

WH Risk Management System

o Login screen will display as below:

IWK Risk Management System . Sign In

==
lndaMer

Username ID

iwkhq

Password

Kindly use your Network ID and add iwkhq\ in-front of your ID.

e Click on the Sign In push button if you want to proceed with IRMS
application.
e An error message will appear if your User ID or Password are invalid.

Liwk.com.my says

Sorry, incorrect username and password combination. Please try again

User ID and Password are case-sensitive. Make sure you enter the
correct case with your User ID and Password.

e Once the User ID and Password are validated and the system recognizes
users as a valid IRMS user, the following screen will be displayed.

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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#58 Home

£

€ searen
N

) 1irutes orecting
=] RiskListing

£ Working inbox

AKEEL MUHILDIN
akeelm@iwk.com.my

WELCOME AKEEL MUHILDIN

Dash Board

o/ RiskRegister

a;d Reports

ASSET RISK

[ Risk By Category

& | codes & control

Operstans| Fisk
W Assat Risk

[E5] Risk By Residual Risk Rating

Medum s
W Hgn 0
W e 1

[ Risk Treatment Pian Status AR

In prograss

)
B e

'QQEG Y \,/'ﬁ

Home

Search

Rizk Register

Reports

Minutes of Meeting

Rizk Listing

Working Inbox

About

Codes & Control

1.1

Menu

This screen will show dash‘E)oard based on your role/department/unit office
and IRMS menu on left sidebar.

There are 9 menus in the IRMS application :

No. Menu Description

i. Home To display Dashboard based on role / department /
unit office

ii. Search To search existing data based on certain criteria

ii. Risk Register To register new risk by using screen in this menu

iv. Reports To view reports by using this menu

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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V. Minutes of To generate MOM for unit office
Meeting (For
URMC only)
Vi. Risk Listing To list out all of risk registered in system
Vii. Working Inbox | To list out all of pending action by user
viii. | About Display name and version of system
ix. Codes & To maintain reference data in IRMS tables.
Control (For
Admin only)

The detailed description for every menu will be explained at the next

@ chapter.

1.2 Log Out

To log out/exit from IRMS application, follow the steps below :
Go to Log Out menu on the upper right corner called Logout and click on that

icon:

@ Logout

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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2.0 MENU

2.1 HOME
Click Home on left sidebar menu.

N Home
-

Dashboard screen will be displayed. There are 3 types of graphs in Dashboard:

risk (Draft/Active status) by Risk Category

¢ Risk By Category
Pie Chart — Display the total of
@ Risk By Category
. 2
N /
&
@ 1

Reputational Risk 2
W Operational Risk 3
External Risk -]
B Compliance Risk a
M Strategic Risk 1
Organization Capability and Human Resource Risk 4
nformation and Technology Risk 1
W Financial Risk 8

¢ Risk By Residual Risk Rating

Pie Chart — Display Residual Ri

sk Rating in color matrix format.

Scoring Level Color
Extreme Red
High Blue
Medium Green
Low Yellow

@ Risk By Residual Risk Rating

Low
Medium
M High
B Exireme

dium M Hich I Exireme

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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¢ Risk Treatment Plan Status
Bar Chart — Display the total of risk by Treatment Plan Status (Waiting, In
Progress and Completed)

ﬁ Risk Treatment Plan Status AR

R .

omplet=d

[al

RISKTREATMENTPLANSTATUS

Waiting

M In Progress

Completed

15
Tetal reconds

2.2 SEARCH

Click Search on left sidebar menu.

L Search

Search screen will be displayed:

RISK SEARCH
Form Reference No :
Aszet No
Risk Category : | _pieage select - M
Sub Risk Category ! | _piozoe select - -
Risk Treatment Status | _ pooc cmjert - -
Risk Status : | _pepse select - b
Risk Focal | _pjoace select - ~ || Find a user
Risk Owner | pooce eelect - = || Find a user

Search Risk Register Create New Risk Register Cancel

User can search existin

risk data by certain criteria as below:

Fields Description

Form Reference Unique Identifier for every risk data.

No

Asset No STP unique identifier

Risk Category Category of risk. Click on drop down menu
and figure as below will be displayed.

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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- Please select - -

Strategic Risk -

Asset Risk

Corporate Risk
Operational Risk
Information and Technology Risk

Organization Capability and Human Resource Risk

External Risk -
Sub Risk Sub Category of risk. Click on drop
Category down menu and figure as below will be
displayed.
- Please select - -

[
Data & Information Risk =

Strategic Planning Risk

STPINPS/STF

Sewer Network

Flooding

Theft

lllegal Waste -
Risk Treatment Risk Treatment status of risk. Click on
Status drop down menu and figure as below

will be displayed.

- Please select - 2

Approved by AMSC -

Approved by AORMC

Approved by RMC
Approved by URMC
Escalate to AMSC
Escalate to AORMC

Escalate to RMC

Risk Status Status of risk. Click on drop down
menu and figure as below will be
displayed.

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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- Please select - -

Draft

Expired

Risk Focal Risk Focal of risk. This list will be
displayed based on role/unit
office/department.

Risk Owner Risk Focal of risk. This list will be
displayed based on role/unit
office /department.

If user don’t want to enter any criteria, click on Search Risk Register
push button and all risk data will be displayed based on user role/unit
office/department.

Buttons Functions
To search risk record, click on the Search
= —— Risk Register push button.

To add new risk in system, click on the
Create New Risk Register push button.

Create Mew Risk Register

To cancel any criteria entered in Search
screen, click on the Cancel push button.

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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2.3 RISK REGISTER
Click Risk Register on left sidebar menu.

b
_/ Risk Register

Risk Register screen have 3 types of tabs:
RISK IDENTIFICATION | RISK EVALUATION | RISK TREATMENT PLAN

e Risk Identification
e Risk Evaluation
e Risk Treatment Plan

Every tab in Risk Register screen will be displayed differently based on user
role and risk type. IRMS have 3 types of risks:

e Corporate Risk (CRMS)

e Operational Risk (ORMS)

¢ Asset Risk (ARMS)

e Top Risk

@ Top Risk can only be registered by RMCU and no workflow for this risk.

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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2.3.1 Risk Identification

Risk Identification can be entered based on role below:

Risk Type Role
CRMS Risk Focal
ORMS Risk Focal
ARMS Risk Focal
Top Risk RMCU

Below are the screen under Risk Identification tab based on type of risk.

CRMS

RISK REGISTER

RISK IDENTIFICATION | RISK EVALUATION | RISK TREATMENT PLAN

Rilek Type : Corporaiz Rlsk
Form Refersnce Ho : -
Reglatration Date : 13-Aug-2073
Dopartmant 1 HUMAN CARITAL & ADMINISTRATION

RISK IDENTIFICATION

o [ - e
e

* Description © |
attschment
iz i chasen

Causa

|

Thara ara curently na records

* Consequence|s) ©

|

Thara ara curently na records

Rlsk Focal : Azhan Mond Lszm Deslgnation :  Senlar Manager
Rigk Owner : | JT— . | anaunr| Designation :
Risk Co Owner .

Thara ara curently na records

Exlsting Controljg) :

Controd

|

Thara ara curently na records

‘Control Efectivanazs | - Slzzgs peiant - -

Entered by Azhan Mond Lazim

Rlzk Trastment Status :
Risk Status :

GRR Scoring J GRR Scoring Lavsl

AR Scoring - RR $coring Laval

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved. 19
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ORMS

RISK REGISTER

RISK IDENTIFICATION | RISK EVALUATION |

Riak Typa : Cperational Rl

[Farm Rafaranca Ho @ -
Raglatration Date : 13-Aug-2015

umones
secton

SK TREATMENT PLAN

Explration Data © -

FRlgk Causa

Thara are currently na reconds

Consequencels) :

Trar2 ara clmently o records

Rlek Focal :  Nomafza Mizno

FISK IDENTIFICATION
* Rlsk Category © - * §ub Rlsk Category @ -
* Risk Titie : | - Plazsa seact - v|
* Dascription |
ttac t
# nmen Mo file chasen

i

feld  Tnara ara cumently na reconds

Rlzk Ownar : | - Pleasa Eedact - - || Find 2 usar |
Risk Co Camer
Thara ar2 curently na recards

Exlating Coniroljs) -
this

Deslgnation - Exzcutive

Deslgnation :

Control Effectivanaze | ——

Entered by Nornafza Misac
Rizk Tragtment Status :
Riek Stafus :
GRR gcoring
RR gcoring -

GRR Scaring Laval
RR Scaring Lavsl

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved. 20



User Manual

IWK Risk Management System (IRMS)

ARMS

RISK REGISTER

RISK IDENTIFICATION | RISK EVALUATIO

Flgk Typa : Azzzl Rk

Form Refarenca No : -
Raglatration Date © 13-Aug-2013
Unit Offics  NEGERI SEMBILAN

Expiration Dats : 11-Jan-3232

i}

* Description © |

ASSET INFORMATION
* Azeet No
Stata ©
Lecation © Plant Typs :
Takeower Data Connacted PE -
Source Coda : Dsslgn PE
Effiuant Standard D-OE : Oblect 1D -
DOE Catagory ©
RISK IDENTIFICATION
Rlsk Category : - Sub Risk Catagory - -
L Ll Re—
Location © -
Sewar Lengtn km) : -
From Lengltuds f€:) - From Longltude {y:) -
To Longltude |x3) - To Longltude {y)) -

* Root Causelz):

Tharz a2 cumently na reconds

* CONBBqUENCE(s) ©

Thara ara curently na records

[ ——

* Exlsting Control : |

e

Rlzk Focal : Akeal luniizin

Rlz& Tragtment Status :
Riak Status :

GRA Scorng 1

PRR Scoring -

RR &coring -

Deelgnation : Enginear

Deelgnation :

GRR Scaoring Laval
PRR caring Laval
RR 3caring Leval

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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TOP RISK
RISK REGISTER

RISK IDENTIFICATION | RISK EVALUATION | RISK TREATMENT PLAN

Flek Type : Top Risk
Fom Reference Ho: -
FRegletration Date :  15:-A00-2015
Dopartment : RISK MANAGEMENT & COMPLIANCE UNIT

Top Ranking |:|

RISK IDENTIFICATION

.

* Destription : -
tac it
Haanmer ‘u,mmn ‘
* Root Causs|s):

Flek Cause

Thar ara cumently na rzcands

* Consequence(s) :

|

Thara ara cumently rd recands

Rlsk Focal : ‘3ol Paianiandy Deslgnaton - 720
Rlzk Owner ; | - Plaage geiant - - Fmaunr| Deslgnation :

|

Flgk Co Cwner

Thar ara cumently na rzcands

Exieting Conirolje) :

eld Thara ara cumently nd reconds

Caonirol Effectivensse

-Plaaza galact -

Entered by So0 PaEniangy

Rizk Tragtmant Status :
Rigk 5tatus :

GRR gcoring 7 GRR Scoring Level

AR $coring - RR $coring Levsl

This screen is used to register and edit risk information. The fields displayed

are:
Fields Description
Risk Type Auto display based on user role.

e Corporate Risk

e Asset Risk

e Operational Risk
Form Reference No Auto generated by system in sequential

manner.

Registration Date Auto on date of registration of data in system.
** [dentified Date Pop up calendar and allow to be back dated.
(ARMS/ORMS)

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.
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2]

« August 2018 »
Su Mo Tu We Th Fr 3a
23 30 M 1 2 3 4
5 6 7T 8 5§ 10 N
12 13 14 15 16 17 18
19 20 21 22 22 24 25
%l 2T X 28 30 M

2 3 4 5 & 7 8

Department Auto display based on user login.

(CRMS/Top Risk)

Unit Office
(ORMS)

Unit Office of risk. Click on drop down menu
and figure as below will be displayed.

- Pleass select - -

GOMBAK

POH
KLANG

KLUANG
KUALA LUMPUR
LABUAN

L ANGAT _

Section
(ORMS)

Section of risk. Click on drop down menu and
figure as below will be displayed.

- Pleass select - "

—Pleasze Select-

Desludging
Fleet

Heslth & Safety
M&E

MNetwork

Operation Planning

Treastment

Asset No
(ORMS)

STP unique identifier.

(ARMS)

Expiration Date

The date when risk will be changed to Expired.
Default value - 01/01/9999

** Asset No
(ARMS)

STP unique identifier. Once Asset No is
entered, below field will be displayed
automatically and user can’t edit this 9 fields.
This fields are retrieved from AMIS:

e Location

e Takeover Date

© 2018 Indah Water Konsortium Sdn.
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Source Code

Effluent Standard DOE
DOE Category

State

Plant Type

Connection PE

Design PE Object ID

** Risk Category

ARMS/ORMS
Auto display based on selected Risk Title.

CRMS/Top Risk
Click on drop down menu and figure as below
will be displayed.

- Pleasze select - "

[ |
Compliance Risk
External Risk

Financial Risk

Information and Technology Risk

Operational Risk

Organization Capability and Human Resource Risk

Reputational Risk

Strateqic Risk

** Sub Risk
category

ARMS/ORMS
Auto display based on selected Risk Title.

CRMS/Top Risk

Click on drop down menu and figure as below
will be displayed. This list filter by Risk
Category.

- Please sclect - &

| |

Cash Management Risk

Liquidity and Funding Risk

** Risk Title

ARMS/ORMS

The list will be filter by Risk Type. Click on
drop down menu and figure as below will be
displayed.

© 2018 Indah Water Konsortium Sdn.
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- Fleases select - 4

STPMPS & STF: Buffer Zong

STPMNPS & STF: Design defects

STPMNPS & STF: Effluent Distharge PointDrainage 1ssue

STPMPS & STF: Hydraulic/Organic Overloading

STPMPS & STF: Inadequate Parameter Protection
STPMNPS & STF: Influent Illegal Discharge

STPMPS & STF: Inundation

STEMPS & STE Mon Conventional Svetem

CRMS/Top Risk
The list will be filter by Sub Risk Category.
Click on drop down menu and figure as below
will be displayed.

- Pleazs select - A

nzufficient revenue to cover overhead

Location
(ARMS)

Free text.
This field will only be displayed when Sub Risk
Category is set as Sewer Network.

Sewer Length (km)
(ARMS)

Number field type.
This field will only be displayed when Sub Risk
Category is set as Sewer Network.

From Longitude (x)
(ARMS)

Number field type.
This field will only be displayed when Sub Risk
Category is set as Sewer Network.

From Longitude (y)
(ARMS)

Number field type.
This field will only be displayed when Sub Risk
Category is set as Sewer Network.

To Longitude (x)
(ARMS)

Number field type.
This field will only be displayed when Sub Risk
Category is set as Sewer Network.

To Longitude (y)
(ARMS)

Number field type.
This field will only be displayed when Sub Risk
Category is set as Sewer Network.

** Description

ARMS
Auto entered upon entering of Risk Title and
can be edited.

CRMS/ORMS

Free text.
Attachment Allow to upload more then 1 file related to the
(CRMS/ORMS/Top risk.
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Risk)

** Root Cause(s)

ARMS
Only 1 Cause can be selected from drop down
menu and figure as below will be displayed.

- Plzasze select - -

Old Plant/Private Plant (Force Takeover)

Construction Defects

De=ign Issue (Sewer)

CRMS/ORMS/Top Risk
Free text with auto numbering (1,2,3..)

** Consequence(s)

ARMS

Only 1 Consequence can be selected from drop
down menu and figure as below will be
displayed.

- Pleases =select - -

L |
Compliance lssue
Health & Safety

Loss= or Damage to Property

OverflowiBac kflow

CRMS/ORMS/Top Risk
Free text with auto alphabet (a,b,c..)

Risk Focal

Auto display based on user login.

** Risk Owner

Click on drop down menu and the list is filter

by Unit Office (ARMS) or Department
(CRMS/ORMS)

** Existing Control ARMS
Free text.

CRMS/ORMS/Top Risk
Free text with auto roman numerals (i,ii,iii..)

Control
Effectiveness

Click on drop down menu and figure as below
will be displayed.

- Pleazs =elect - -

Satisfactory

Some weaknsssaes

Weak

Risk Treatment
Status

Auto display.
This will show the current status of workflow.
For example:

© 2018 Indah Water Konsortium Sdn.
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e Escalate to URMC
e Escalate to RM
e Revert to Risk Focal

Risk Status Auto display.
This will show the current status of risk:
e Draft
e Active
e Expired
GRR Scoring Auto display.
This will show total scoring of Gross Risk
Rating
GRR Scoring Level Auto display.
This will show scoring level of Gross Risk
Rating
PRR Scoring Auto display.
(ARMS) This will show total scoring of Planned
Residual Risk Rating
PRR Scoring Level Auto display.
(ARMS) This will show scoring level of Planned
Residual Risk Rating
RR Scoring Auto display.
This will show total scoring of Residual Risk
Rating
RR Scoring Level Auto display.
This will show scoring level of Residual Risk
Rating
Top Ranking Number field type.
(Top Risk)

** Mandatory field

If risk is registered without entering any mandatory field, the risk will
never be saved into database.

Buttons Functions
To save the data, click on the Save push button and
Risk Status will set as Draft.

Rizk Status : Draft

To edit the data, click on the Edit push button.
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Save and submit push button only enabled for ARMS.
Once user click on this button, below screen will be
displayed and Risk Treatment Status will set as
Submitted by Risk Focal.

Thank you. Your submission ID is 005812

Key in a new entry

View the submitted entry

View the status of the submitted entry
Return to the default view

| I Thank you for your submission. Please choose one of the following actions below:

Risk Treatment Status : Sybmitted by Risk Focal

Risk Status : Typafi

At this stage, Risk Owner will received email
notification for their next action.

N . o ) mark as read
No-Reply Appdev <no-reply-appdev@iwk.com.my>

To: Asset Risk Management System;
Dear Sabrina Tajudin,

Please be informed that New Risk Identification with Form Ref No TPG/100 has been registered by Saiful Iswal
Saiful Bahry. Please login to IRMS for your action

IRMS Address : http:/{i.iwk.com.my/

Thanks,
IRMS Admin

Risk Focal not able to edit the existing data after
submitted the data to Risk Owner.

*** Save and submit push button only enabled for
CRMS/ORMS when Gross Risk Rating, Residual Risk

Rating and Risk Treatment Plant completely entered.
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2.3.2 Risk Evaluation

Risk Evaluation can be entered based on role below:

Risk Type Role
CRMS Risk Focal
ORMS Risk Focal
ARMS Risk Owner
Top Risk RMCU

Below are the screen under Risk Evaluation tab based on type of risk.

CRMS/ORMS/Top Risk

RISK IDENTIFICATION | RISK EVALUATION | RISK TREATMENT PLAN
View Evaluation History
GROS5 RISK RATING
IMPACT SCORE IMPACT LEVEL IMPACT DESCRIPTION
OperatingCosts @p 04 032 O 04 O5 NA NA
CashFlowlmpact @ g o4 02 01 04 OF NA NA
Total Revenue (RMmil) &g o4 03 0 04 05 NA NA
Legal I Regulatory! @g 04 02 03 04 OF
Compliance Nia WA
Adverse & [1] i 2 3 | 5
Publicity/Reputation Nia MA
Customer Service @yg 4 02 03 04 OF
(Enguiry/Complaints) Nia WA
EBusiness Process & @ 04 02 03 04 05
System NiA M&
ServicalBusiness @pg 04 032 O3 04 OF
Interruption Nia WA
Human Resource @g o4 03 03 04 OF WA NA
Safety and Health & [ 1 3 3 4 5 WA NA
LIKELIHOOD SCORE LIKELIHOOD LEVEL LIKELIHOOD DESCRIPTION
Likefihood @ 04 02 03 04 O5
OVERALL SCORING
Total Impact Score i
Total Likelihood Score 0
Scoring Level
RESIDUAL RISK RATING
AUDIT VIEW Date Update Total Impact Score Total Likelihood Score Total Szoring
There are currently na records
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29



User Manual IWK Risk Management System (IRMS)

ARMS
RISK REGISTER

RISK IDENTIFICATION | RISK EVALUATION | RISK TREATMENT PLAN

Wfiew Evaluation History

GROS5 RISK RATING
IMPACT SCORE IMPACT LEVEL IMPACT DESCRIPTION
Operating Costs g @4 @2 03 04 05 [ Minor Increase of 5% - 10%
CashFlowlimpact @ p o4 02 03 04 05 [0 NA A
Total Revenue (RMmil) &g 04 02 03 04 OF | Info | NIA NiA
Legal/Reguiatory! @9 @1 02 03 04 05 |3
Compliance =3 NiA MiA
Adverse g 04 02 03 04 05 [
Publicity/Reputation |—| NiA MiA
Customer Service @9 o4 ©2 03 04 05 |
(Enquiry/Complaints) |—| NiA MiA
Business Process & @wg o4 02 03 04 OF Infior
System |—| NiA MiA
Service/Business @ g 04 02 03 04 O5 mfee
Interruption |—| NiA MiA
Human Resource @ g o4 02 03 04 05 [0 NiA WA
SafetyandHealth @ p o1 @02z 03 04 o3 [ NiA M
LIKELIHOOD SCORE LIKELIHCOD LEVEL LIKELIHOOD DESCRIPTION

[ iwkes | Possible The risk is expectad to ocour 5t kast oncs in the next 12

Likelihood g 04 02 ®3 04 O5 months.

B

OVERALL SCORING
Total Impact Score 2
Total Likelihood Score 3
Scoring Level Medium

PLANNED RESIDUAL RISK RATING

AUDITVIEW Risk Treatment Total Scoring  Scoring Lewvel
‘Option

There are currently ne records

s s
Plan

Risk Treatment -
Hold Status -

RESIDUAL RISK RATING

ALDITVIEW Date Update Total Impact Score Total Likelihood Score Total Scoring  Scoring Level

This screen is used for risk rating evaluation. There are 3 type of risk rating:

Risk Rating Risk Type
Gross Risk Rating e CRMS

¢ ORMS

¢ ARMS

e Top Risk
Planned Residual Risk Rating e ARMS
Residual Risk Rating e CRMS

e ORMS

¢ ARMS

e Top Risk
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ARMS
To add/edit data in Risk Evaluation tab, Risk Owner need to click on
Edit menu icon at upper-left page as below:

B X 2 S

Edit Reject Escalate to URMCRevert to Risk Focal

CRMS/ORMS/Top Risk
To add/edit data in this tab, Risk Focal/RMCU need to click on Edit data
push button at the bottom page as below:

Edit data

CRMS/ORMS
If risk have submitted to the next level, Risk Focal need to click on Edit
menu icon at upper-left page as below:

Edit

Submit for Rewvi

The fields displayed are:

Fields Description
Gross Risk Impact Score
Rating There are 10 impact factors for every risk rating.

e Operating Costs

e Cash Flow Impact

e Total Revenue (RM ‘mil)
Legal/Regulatory/Compliance

Adverse Publicity /Reputation
Customer Service(Enquiry/Complaints)
Business Process & System
Service/Business Interuption

Human Resource

Safety and Health

User need to give score between O to 5 and no minimum
limit on impact factors.

Likelihood Score
User need to give score between O to S.

Total Impact Score
Auto generated from system. The formula is:
Sum of Risk Score/Total number of box selected

Total Likelihood Score
Auto generated from system. It will take Likelihood
Score value.

Scoring Level
Auto generated from system. It is the combination of
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Impact and Likelihood Score, and will be presented by
Low, Medium, High or Extreme rating according to Risk
Matrix.
For ARMS, once Gross Risk Rating are saved, the
Residual Risk Rating will be automatically updated
same as input in Gross Risk Rating. User are allowed to
update this Residual Risk Rating.
User can view the details of scoring by click on
push button. Pop-up screen as below will be displayed :
Operating costs
IMPACT_CODE  IMPACT_DESC IMPACT_DETAILS
1 Ingignificant Increase of < 5%
2 Minor Increase of 5% - 10%
3 Moderate Increase of 11% - 15%
4 Major Increase of 16% - 20%
5 Catastrophic Increases of =20%
0 MA A
Planned Click on Add push button to add new Option and
Residual Planned Residual Risk Rating. Maximum of 3 Option
Risk Rating are allowed.
(ARMS)
PLANNED RESIDUAL RISK RATING
Screen as below will be displayed:
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Risk Treatment Option | o . -
Risk Treatment Title | o ____ .oy -

Risk Treatment -
Risk Treatment Cost

Estimate Time Of Project
Completion
{manths)
IMPACT SCORE
Operating Costs & g 1 2 3 4 5

Cash Flow Impact &, g 1 2 3 4 5

Total Revenue (RM'mil) & g 1 2 3 4 5

Legal 'Regulatory @ g 1 2 3 4 5
{Compliance

Adverse @ g 1 2 3 4 5
Publicity/Reputation

Customer Service @ g 1 2 3 4 5
{Enqguiry/Complaints)

Buginess Process & @ g 1 2 3 4 5
System

Service/Business @ g 1 2 3 4 5
Interruption

Human Resource @ g 1 2 3 4 I3
Safety and Health & 4 2 3 4 5

LIKELIHOOD SCORE
Likelihcod @ g 1 2 3 4 5
Total Impact Score -

Total Likelihood Score a
Scoring Level

Risk Treatment Option
Only 3 option are allowed to be entered. Click on drop
down menu and figure as below will be displayed.

- Plzase sslect - -
Option 2
Oiption 3

Risk Treatment Title
Click on drop down menu and figure as below will be
displayed. This list are filter by Risk Title.

- Plzase selsct - a

| |

Mon TO4 - To Coordinate With PED

To Coordinate With Local Authority And Regulator
Minor Modification To Suit Site Condition

TM - STP Medification (Effluent Pipe)

TU - STP Upgrading

TR - STP Refurbishment

BT . Batinnalicstinn

Risk Treatment
Auto display based on Risk Treatment Title selected.
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Risk Treatment Cost(RM)
Money field type.

Estimate Time Of Project Completion (month)
Number field type.

Impact Score
Same as Gross Risk Rating

Likelihood Score
Same as Gross Risk Rating

Total Impact Score
Same as Gross Risk Rating

Total Likelihood Score
Same as Gross Risk Rating

Scoring Level
Same as Gross Risk Rating

Click on Save push button to save the data. PRR screen
will be closed automatically and user will be moved to the
previous screen (Risk Evaluation tab). User are allowed
to choose Selected Risk Treatment Plan in the Risk
Evaluation tab (Planned Residual Risk Rating Section)

PLANNED RESIDUAL RISK RATING

“Wiew PRR Risk Evalualion

AUDIT VIEW Risk Treatment  Risk Treatment Title
QOption

View Status Option 1 T4 - To Coordinate

View Status Option 2 To Coordinate With L

I T Selected Risk | piooe soger x v I

Click on drop down menu and figure as below will be
displayed. This list based on data entered in PRR screen.

(m]

-Fleaze Select- x &

-Pleaze Select-

Oipticn 1

Oipticn 2

There are 2 buttons display in Risk Evaluation tab:
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Wiew Evaluation History

View Evaluation History button is used to display Gross
Risk Rating, Planned Residual Risk Rating and Residual
Risk Rating summary in chart and table format.

RISK RATING SUMMARY

App preview mods |

o Stop preview
[ -

oRR R

.
o

PRR
N coss Risk Rating [ Prscoed Rosk Reiog [N Resiousl Risk Reting

FEPUTSE—— LRy Complares

Fisk Rating Impact Factors Impact Scors ImpactLovel impact Scors | Likeliood Scors | Scoring Lavsl

Gross RlskRating | Financlsl
Opseating costs : [,
canFowmpst | 1| e

B I S

rowm—
[rST————
[rse—
[—————r—

BuskessProcsssd Syssm | 1| uwe

Senvis : v

“iew PRR Rigk Evaluation

View PRR Risk Evaluation button is used to display
Planned Residual Risk Scoring and Risk Treatment Cost
in chart format.

- Planned Residual Risk Scoring

[= T S R R - -

Owption1

Oplion2

|:| Rizk Treatment Cost

Option3

18000 |
16000 |
14000 |
12000 |
10000 |
8000 |

4000 |
2000 |

Option1

Option2

Option3

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.

35




User Manual IWK Risk Management System (IRMS)

Residual Click on Add push button to add new Residual Risk
Risk Rating Rating.
RESIDUAL RISK EATING

o]

Screen as below will be displayed:
RISK REGISTER >RR

Date Update 14-Aug-2018 10:08 AM
IMPACT SCORE

Operating Costs & g 1 2 3 4 5

Cash Flow Impact & g 1 2 3 4 5
Total Revenue (RM'mil) & o 1 2 3 4 5
Legal/Regulatory/ @ g 1 2 3 4 5

Compliance

Adverse @ g 1 2 3 4 5
Publicity/Reputation

Customer Service @ 1 2 3 4 5
{Enguiry/Complaints)

Business Process & & g 1 2 3 4 5
System

Service/Business @ 1 2 3 4 5
Interruption

Human Resource & 1 2 3 4 5
Safety and Health & 1 2 3 4 5

LIKELIHOOD SCORE
Likelihood & g 1 2 3 4 5
Total Impact Score

Total Likelihood Score 0
Scoring Level

Impact Score
Same as Gross Risk Rating

Likelihood Score
Same as Gross Risk Rating

Total Impact Score
Same as Gross Risk Rating

Total Likelihood Score
Same as Gross Risk Rating

Scoring Level
Same as Gross Risk Rating

Click on Save push button to save the data. RR screen
will be closed automatically and user will be moved to the
previous screen (Risk Evaluation tab).
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Buttons Functions
To save the data, click on the Save push
button.
To edit the data, click on the Edit data push
Edit datn button. Edit data push button only enabled
for CRMS/ORMS, if risk is not submitted to
the next level.
o _ To cancel any changes, click on the Discard
Discard changes changes push button.

2.3.3 Risk Treatment Plan

Risk Treatment Plan can be entered based on role below:

Risk Type Role
CRMS Risk Focal
ORMS Risk Focal
ARMS Risk Owner
Top Risk RMCU

Below are the screen under Risk Treatment Plan tab based on type of risk.

CRMS/ORMS/Top Risk

RISK REGISTER

RISK IDENTIFICATION | RISK EVALUATION | RISK TREATMENT PLAN

RISK TREATMENT PLAN (OR & CR)

Risk Treatment Option :

Reason for Decision :

AUDIT VIEW

- Pleass select -

Treatment Plan

Estimated Start Date
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RISK REGISTER > RISK TREATMENT PLAN

Treatment Plan | I

Priority | - Plzase select - A
Estimated Start Date | | e
Estimated End Date | | =
% of Completion -
Status -
Risk Treatment Owner | - Plzase select - - || Find a user

Risk Treatment Cost | |
(RM)

Revenue Opportunity

(R
Attachment
Ma file chozen
Status Update
Update Date -
Status Update -

% of Completion -

Status -
Attachment
Reviewed -
ARMS
RISK REGISTER

RISK IDENTIFICATION | RISK EVALUATION | RISK TREATMENT PLAN

RISK TREATMENT PLAN(ASSET RISK)

Treatment Plan - | TU - STF Upgrading .
* Deseription - |
Risk Treatment Owner - | Nor Azura Massabir Al v | Fimause.|

Estimate time of project 2
completion :

* Estimated Start Date : | o oo 0o

% of Completion :

Project Definition - -

" Estimated EndDate - | 4 sperevpzr 2012

H

Project Status - -
* Risk Treatment Cost - 20,000.00
Revenue Oppertunity -
Abandon Risk Treatment Plan
Abandon Date -

Risk Treatment Plan Report Closing

Reason far Closing -

L

RISK TREATMENT FLAN )
AUDIT TRAIL % of Complefion  Expected
Start Date

There sre cumently no records.

This screen is used to record treatment plan for each registered risk.
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ARMS

Risk Owner allowed to edit Risk Treatment Plan only when the risk is
approved by URMC/RMC/AORMC/AMSC.

To add/edit data in this tab, Risk Owner need to click on Edit menu icon
located at left upper page as below:

CRMS/ORMS/Top Risk
To add/edit data in this tab, Risk Focal/RMCU need to click on Edit data

push button located at the bottom page as below:

CRMS/ORMS
If risk have submitted to the next level, Risk Focal need to click on Edit
menu icon located at left upper page as below:

Edit

Submit for Rewvi

The fields displayed are:

Fields Description
Risk Treatment Click on drop down menu and figure as
Option below will be displayed.
(CRMS/ORMS/TOP - Pleass select - B
Risk)
Pass-on
Reduce
Terminats
Reason for Decision Free text. Reason for risk treatment
(CRMS/ORMS/Top option decision.
Risk)
Treatment Plan CRMS/ORMS/Top Risk
Free text
ARMS
Auto display and the value from Risk
Treatment Title in PRR screen.
Priority Click on drop down menu and figure as
(CRMS/ORMS/Top below will be displayed.
Risk)
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- Please =elsct - -
Pricrity 2
Pricrity 3

Estimated Start
Date

Pop up calendar. Allow to be back dated
or future date.

Estimated End Date

Pop up calendar. Allow to be back dated
or future date, however can’t be same
or before the date of Estimated Start
Date.

% of Completion

Percentage format.

Status

Click on drop down menu and figure as
below will be displayed.

- Please selsct - -
g

In Progress

Completed

Abandon

Risk Treatment
Owner

CRMS/ORMS/Top Risk
Drop down menu and will list out all
IRMS users.

ARMS
Auto display. Will set Risk Owner as
Risk Treatment Owner.

Risk Treatment Cost

Number field type.

Revenue Number field type.

Opportunity

Attachment Allow to upload more then 1 file related
(CRMS/ORMS/Top to the risk.

Risk)

Update Date Pop up calendar.

(CRMS/ORMS/Top

Risk)

Status Update Status update of treatment plan.
(CRMS/ORMS/Top

Risk)

Reviewed Flag status to know whether the
(CRMS/ORMS/Top treatment plan reviewed or not.

Risk)
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Description (ARMS)

Free text. The description of treatment
plan.

Estimate time of

project time of project completion in PRR
completion(months) screen.
(ARMS)

Auto display the value from Estimate

AMP Project (ARMS)

Click on drop down menu and figure as
below will be displayed.

- Please select - "

Project Definition
(ARMS)

Enabled when AMP Project set as Yes.
Free text.

Project Status
(ARMS)

Enabled when AMP Project set as Yes.
Click on drop down menu and figure as
below will be displayed.

- Pleass select - i
==
Tender Design

Design
Tender Construction
Construction

Completion

Abandon Date
(ARMS)

Pop up calendar.
The date when risk is set to abandon.

Reason for Closing
(ARMS)

Free text.

Click on Save push button to save the data or Cancel push button to cancel any
changes in Treatment Plan tab.

Buttons

Functions

Save

To save the data, click on the Save push
button.

Edit data

To edit the data, click on the Edit data push
button. Edit data push button only enabled
for CRMS/ORMS, if risk not submitted to the
next level.

Dizcard changes

To cancel any changes, click on the Discard
changes push button.
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Save and submit push button only enabled
=ave and stom for CRMS/ORMS.

Risk Focal will see this button if:

e Gross Risk Rating, Residual Risk Rating
and Risk Treatment Plan entered
completely, and,

e Risk not submitted to the next level.

Asset Risk will not able to see this button.

For ARMS, if status in Treatment Plan changed to Abandon,
Planned Residual Risk Rating and Residual Risk Rating value will set back
to empty and Risk Status will set as Draft.

2.4 REPORTS
Click Reports on left sidebar menu.

j‘ Reports

User can view the reports based on role as below:
ARMS

LIST OF REPORTS

?Asset Risk
Risk Treatment Cost
Revenue Cpportunity
Risk Summary by Risk Category
Section 1 : All Risk by Unit Office
Section 2 : Risk Summary by Unit Office
Section 3 : Risk Summary by Risk Category

Section & : Risk Details by Unit Office and Risk Category

Section 7 (1) : Risk Staius

Section 7 (mi) : Risk Treatment Status

Section 7 (nv) - Risk - Hold Status

Section 7 (v} : Risk Summary by Risk Treatment Plan Status
Section 7 () - Roles
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CRMS
LIST OF REPORTS

P> Corporate  Rizk

All Risk By Department

Revenuws Opportunity

Risk Treatment Cost

Risk By FResidusal Risk Rating

Risk Summary by Risk Category

Risk Treatment Plan Status by Department
ARMS : Risk Trestment Plan Status

ARMS : Risk Summary By Risk Title

ORMS
LIST OF REPORTS

>Operational  Risk
All Risk - ORMS
Revenue Opportunity
Risk Treatment Cost
Gross Fisk Rating
Residusl Risk Rating
Risk By Category
Risk By Unit Cffice
Risk Summary by Risk Cetegory

Risk Treatment Plan Status

2.5 MINUTES OF MEETING
This menu enable for ARMS only and URMC allowed to generate the MOM.

Click Minutes of Meeting on left sidebar menu.

e Minutes of Meeting

List of Minutes of Meeting (MOM) will be displayed as below.
Double click on the row to see the details.
Click on *.pdf to open the MOM document.
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MINUTES OF MEETING

Add anew entry Export as: C3V XL XML

Displaying rows: 110 8 (of § rows). Page: 1

Mecting No ~ Meefing Date

23May-2015 04.21 PM 1 DeFen-2018
10-Juk2018 1140 AM L i3

23May-2018 0421 PM 1 DAp218

Megting Room
U0 Seremban Meefing Room

Mezting Room

TMOM paf

TMOM pdf

IMOM pdf

FRERNS

Meeting NofYear : /2018

Unit Office S UDSE
Dane - 14™ August 2018
Wenue - Meeting Room Seremban Lnit Office

URMC Members Present

URME Chaimman (Uit Manager)

URMC Secretarist (Fisk Focal)

Risk Manages (HOS or Manager - TreatmenyMetworkMASE)
Regional Planning Manager

Planning Manager

Safaty & Health Officar

By Invitation

Risk Owners (by invitation) - EngineernExecutives/Supendsors

Absent with Apclogy
1

Matters Discussed

Dateline

Chairman welcomed the memberns for the 47 URMC Meeting for year 2018

The previows URMC Minutes of Mesting was confirmed.

Risk Identified as of 14™ August 2018

Mumiter of risk registered in the system: 121
Mumibeer of new risks identified as of the last LIRMC mesting: 121

3.0

Analysis of Risk Inh = g

Number of Risk Extrems: 15

Numiber of Risk Low: &

40

Review of Risk Trestment Status

Nurniter of Risk Treatment Status Dvaft 32
{indicate reason for closing in general — detsils can be provided in attachment)

Nurmniter of Risk Treatment Status Rejected: O
(ingicats reason for closing in general — details can e provised in aachment)

MNumier of Risk Treatrment Status Approved: 23
{indicate reason for closing in general — details can be provided in attachment)

Nurmnitzer of Risk Treamment Siaus Reverted o URMC: 0
(indicate reason for closing in general — details can be provided in attachment)

MNurniter of Risk Treatment Status Escatated to URMC: 8
{indicate reason for closing in general — details can be provided in attachment)

5.0

Review of Risk Trestment Plan Status

Numiter of response plan in Waiting: 1
(indicate reason for closing in general — detsils can be provided in attachment)

Mumber of response plan In Progress: 2
(indcate reason for closing in general — details can be provided in attachment)

Mumber of response plan Completed: 14
{indicate reason for closing in general — detsils can be provided in attachment)

To generate new MOM, click on Add a new entry menu:
MINUTES OF MEETING

Add a new entrg.r_IExport as: CSV XLS XML

Minutes of Meeting screen will be displayed as below:

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.

44



User Manual IWK Risk Management System (IRMS)

MINUTES OF MEETING

Created by Ismail Yunus
Date created 14-Aug-2018 071:44 P
Meeting No 4
Meeting year: 2018

Meeting Date
Venue

MOM

Save Cancel

The fields displayed are:

Fields Description

Created by Auto display based on user login.

Date Created Auto display based on current date.

Meeting No Auto generated from maximum no of
meeting.

Meeting Year Auto generated from current year. User

able to edit the data.

Meeting Date Pop up calendar.
Venue Free text.
MOM PDF file name. Double click this field to

open this file.

Buttons Functions

Save To save the data, click on the Save push
button.

Canc
ancel button.

- To cancel any changes, click on Cancel push

2.6 RISK LISTING

This menu will list out all registered risk and filter by role/unit office/
department.

Click Risk Listing on left sidebar menu.
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E | Risk Listing

Risk Listing screen will be displayed as below:
RISK LISTING

Exportas: CSV XLS XML

Displaying rows: 1 to 50 (of 121 rows). Page: 1223

Date Identified  Unit Office Risk Status Risk Treatment Status
- Please select - v | -Please s... = - Please s
SEDM Asset Risk 16-Apr-2018 NEGERI SEMBILAN Active Submitted by Risk Focal — Akeel Muh)
SED/MD Asset Risk 10-Jul-2015 NEGERI SEMBILAN Active Submitted by Risk Focal  Akeel Muh)
SED/M1 Asset Risk 10-Jul-2018 NEGERI SEMBILAN Active Escalate to URMC Akeel Muh
SEDN2 Asset Risk 03-Jul-2018 NEGERI SEMBILAN Active Escalate to RMC Akeel Muh
SEDNM3 Asset Risk 11-Jul-2018 NEGERI SEMBILAN Active Submitted by Risk Focal — Akeel Muh)

Users can export this listing into CSV, XLS or XML format by click on menu below:

RISK LISTING

EXpOr a8, GOV XLS XML I

2.7 WORKING INBOX
This menu will list out all pending task list based on user role.

Click Working Inbox on left sidebar menu.

p Working Inbox

Working Inbox screen will be displayed as below:
WORKING INBOX INFO

Export as: CSV XLS XML

Displaying rows: 1 to 50 {of 90 rows). Page: 12

Registration Date Form Ref No Risk Type Date Identified From Risk Owner Risk Focal
13-Aug-2018 SENITO Asset Risk D&-Aug-2018 Alkeel Muhildin Nor Azura Massabir Ali Alkeel Muhil
DB-Aug-2018 SENMSS Asset Risk D&-Aug-2018 Alkeel Muhildin Nor Azura Massabir Ali Alkeel Muhil
07-Aug-2018 SEN/S1 Asset Risk D6-Aug-2015 Alkeel Muhildin Nor Azura Massabir Ali Akeel Muhil
07-Aug-2018 SENMST Asset Risk D6-Aug-2015 Alkeel Muhildin Nor Azura Massabir Ali Akeel Muhil

Users can export this listing into CSV, XLS or XML format by click on below menu:

WORKING INBOX INFO
Export as: CSV XL3S XMLI

Besides using this menu, user can check their pending task list by click on
Inbox icon at the upper-right corner of the page.

nbox | ® Logout
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Fllter my inbox tasks by Pending ...x =

Received Submission Task
Mo

B 3M-May-2018 336D URMC Approver
02:55 PM
17-May-2013 005543 URMC Approver
04:45 PRI

2.8 ABOUT
This menu will display about basic IRMS information.

Click About on left sidebar menu.

? About

About screen will be displayed as below:

ABOUT

IWEK Risk Management System (IRMS)

Version 1.0.0
Copyright 2018 Indah Water Konsortium Sdn Bhd

Last Updated : 14-Aug-2018

2.9 CODES & CONTROL
This menu enable for Admin User only to maintain reference data in IRMS

tables.

Click Codes & Control on left sidebar menu.

s, Codes & Control
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Codes & Control screen will be displayed as below:

Z

Risk Category

Z

Risk Option

Z

Risk Control
Effectiveness

Z

Risk Section

Z

&
&
=

Consequences
Register

User Settings

®

User Management

User Configuration

Z
Z
Z
Z

Sub Risk Category Risk Title Risk Cause Risk Effect

Z
Z
Z
Z

Risk Description Risk Treatment Risk LAD Finding Risk Treatment
Plan Status

Z
2
Z

User Level Risk Approver Regicn Group Risk Project

Z
.
.

Risk Impact Risk Impact Risk Treatment Risk Treatment
Plan Opticn Plan Level

Z
Z
Z

Risk Matrix Risk Cause Risk Treatment
Register Status

There are 2 sections in this screen:

Section

Codes

User
Configuration

Allow Admin User to create new or edit existing
reference IRMS data.

Risk Category

Sub Risk Category

Risk Title

Risk Cause

Risk Effect

Risk Option

Risk Description

Risk Treatment Title

Risk IAD Finding

Risk Treatment Plan Status
Risk Control Effectiveness
User Level

Risk Approver

Region Group

Risk Project Status
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Risk Section

Risk Impact

Risk Treatment Plan Option
Risk Treatment Plan Level
Risk Consequences

Risk Cause

Risk Matrix

Risk Treatment Status

For example, to add/edit Risk Category, click on Risk
Category icon and below screen will be displayed:

RISK CATEGORY view

Add a new entry Export as: S35V XLS XML

Displaying rows: 1 to 10 {of 10 rows). Page: 1

Organization Capability and Human Resgurce Risk
Imformation and Technology Risk

Strategic Risk

Corporate Risk

Operational Risk

Extermal Risk

Reputational Risk

To edit the data, double click on row.
To create new data, click on Add a new entry menu and
below screen will be displayed:

RISK CATEGORY view
xport as: CSV XLS XML

RISK CATEGORY

Created by Morhafiza Misno
Date created 14-2ug-2012 03:10 PM

Risk Category

Active | _please salect-

Top Risk Category | _pjges salect -

Save Cancel

Click on Save push button to save the data.
Click on Cancel push button to cancel any changes.

© 2018 Indah Water Konsortium Sdn. Bhd. All rights reserved.

49



User Manual

IWK Risk Management System (IRMS)

User Settings

Admin User allowed to add or edit information of IRMS
users.

Click on User Management icon:

User Management

Below screen will be displayed:

User Management

[Full Mame: Employee
Balah AN BALAKRIZHNAN 5 K A NADARA JAH 1
rodzis ARODZ| SHARIF 3201
ghanim ABD GHANI MOHAMED 4772
ghaniz ASDUL GHAMIS SHUKOR 20

To edit the data, double click on row.
To create new data, click on Register New User push
button and below screen will be displayed:

MASTER ADMINISTRATIVE

MASTER ADMINISTRATIVE

B USER_MANAGEMENT

EMPLOYEEID | |

* USERNAME | _pjcsce salect 3 value-- v | Find

USERNAME SELECTED :

* FULLNAME | ]

*EMAIL [givsc.com.my ]
ORACLE USERID ‘

* DESIGNATION [__5icasc colect 2 value— ¥ | Find

UNIT OFFICE

—Pleass select a value— v | Find

DEPARTMENT [ __pjcsse select a value—- v | Find

SYSTEM

CERT

*IRMS
HSMS

ROLE ROLEID APPROVER

Thers ars currently no racards

*USER STATUS | pioocs salect 2 valus— ¥ | Find

The fields displayed are:

Fields Description
Employee ID | ID no of staff.
Username Click on drop down menu and

figure as Dbelow will be
displayed. This list will list out
all IWK staff name who have
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Network ID.
ZULKEPALI DOLLAH ¥ F
ZETTY SHAZLIN MOHAMED -

ZUBER MAT ISA

ZUELFAKHAR AL-BUKHARY IBRAHIM
ZUKAMI ANONYMOWS

ZUKAMI SYSTEM

ZUL AZEMAMN SAFIAN

ZUL AZWAN ISHAK

Username Auto display.
Selected

Fullname Auto display.
Email Auto display.
Oracle Userid | Auto display.
Designation Designation

Unit Office

Click on drop down menu and figure
as below will be displayed.
For ARMS, need to enter this field.

--Dlease selact 3 value— ¥ |
KANGAR “
KLANG
KLUANG
KUALA LUMPUR
LABUAN
LANGAT
LANGKAWI
MAMNIUNG
Department Click on drop down menu and figure
as below will be displayed.
For CRMS, need to enter this field.
--Please select avalue— ¥
BUSINESS DEVELOPMENT & IMPLEMENTATION
CAPITAL WORKS
CORPORATE COMMUNICATIONS
CORPORATE PLANNING
CUSTOMER, BILLING & COLLECTION
FINANCE
HUMAN CAPITAL & ADMINISTEATION
System Choose IRMS check box.
Roles Click on Add Record push button

and screen will be displayed as
below:

ROLES
e e

. USER MANAGEMENT > ROLES

ROLE | __pjzase salect a value—

Click on drop down menu and figure
as below will be displayed.
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--Pleass select a value--
IRME

IRMSE Admin

IRMS AMSC

IRMSE AORMC

IRME AR

IRME CR

IRMS OR

IRMS Risk Co-Owner CR
IRMS Risk Co-Owner OR
IRMS Risk Expert

IRMS Risk Foczl AR
IRMS Risk Foczl CR
IRMS Risk Focal OR
IRMSE Risk Cwner AR
IRMS Risk Cwener CR
IRMS Risk Owner OR
IRME Risk Qwner TR
IRME RMC

IRMS URMC

List of roles in IRMS.

Roles

Risk Type

IRMS

View Only

IRMS Admin

Allow to
access/edit Codes
& Control menu

IRMS AMSC

ARMS

IRMS AORMC

ARMS

IRMS AR

ARMS

IRMS CR

CRMS

IRMS OR

ORMS

IRMS Risk Co-Owner
CR

CRMS

IRMS Risk Co-Owner
OR

ORMS

IRMS Risk Expert

Allow to view all of

risk type
IRMS Risk Focal AR ARMS
IRMS Risk Focal CR CRMS
IRMS Risk Focal OR ORMS
IRMS Risk Owner AR ARMS
IRMS Risk Owner CR CRMS
IRMS Risk Owner OR ORMS
IRMS Risk Owner TR Top Risk
IRMS RMC ARMS
IRMS URMC ARMS

Admin User need to update below
role first before they select another

roles.
Risk Type Roles
CRMS IRMS CR
ORMS IRMS OR
ARMS IRMS AR

Click on Save push button to save

the data.

To add another role, click on Add
Record push button.

User Status

To set user is active or not.
Click on drop down menu and figure
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as below will be displayed.

| --Flease select a values-- ¥ |
Achive

Inactive

Locked

—-Please select a valus—-

** Mandatory field

mandatory field, the data will never be saved into

If users’ data is registered without entering any
® database.
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3.0 APPENDIX
3.1 IMPACT AND LIKELIHOOD
Factors Lt
Insignificant Minor Moderate Major Catastrophic
1 2 3 4 5
Financial

Operating costs

Increase of < 5%

Increase of 5% - 10%

Increase of 11% -

Increase of 16% -

Increase of >20%

Cash Flow Impact

Minimal/ No impact

15% 20%
Expected to result .
Cash flow impact in cash flow Expected to result in

absorbed under
normal operating

reserve being 1.5
to 2 months of

cash flow reserve
being less than 1.5
months of operating

Inability to meet
financial obligation.

condition. operating
expenses.
expenses.
Total revenue Decrease by 5% - Decrease by 10% - Decrease by 21% -
0, 0,
(RM 'mil) Decrease by < 5% 10% 20% 30% Decrease by >30%
Non-financial
Written notice is Compound is Stop work order * Bankruptcy

received but no

and/ or summons

* Petitions to Wind Up

Legal / * No litigation amounting to C(')mmp?;iigogl?togn court action are * Company license
Regulatory / consequences payment of be rtgctified within a received - issues revoked
Compliance * Minimal impact compound or core week or before the maybe prolonged o Closure of operations
actions and can be - and take several  Jail sentence for
o ) deadline "
rectified easily. ' week to be rectified. directors
* Adverse international
« Serious media media coverage with
* Minimum impact ) Mlnggg?;ﬁtgue ° * Significant media coverage / negative ?E;T%g%én;ﬁf:iﬁg
Adverse * Rumors, no rﬁedia . Sompe ublic coverage public image organisation’s
Publicity/ coverage embarrasZment * Significant effect * Public confidence re utgtion to sustain
R y * Little effectgoﬁ staff | * Minor effect on s.taff on staff morale and in the organisation Ionp-term / permanent
eputation ! public perception of undermined. 9 perma
morale. morale/ public o ] damage / disruption to
) the organisation. * Use of service :
attitude business
affected.
* Court enforcement.
* Public Inquiry.
Impact
Factors Insignificant Minor Moderate Major Catastrophic
1 2 3 4 5

Customer Service
(Enquiry/
Complaints)

Responded to
enquiry/ complaint
received below LoS.

Responded to
enquiry/ complaint
within LoS.

Responded to
enquiry/ complaint
within 3-5 days
above LoS.

Responded to
enquiry/ complaint
<5 days above LoS.

* Not responded to
enquiry/ complaint
* Media intervention

Business
Process &
System

Minor errors in
systems or
processes requiring
corrective action, or
minor delay without
impact on overall
schedule.

Policy procedural rule
occasionally not meet
or services do not
fully meet needs.

One or more key
accountability
requirements not
met. Inconvenient
but not client
welfare
threatening.

Strategies not
consistent with
Company/
Shareholders'
agenda. Trends
show service is
degraded.

Critical system failure,
bad policy advice or
ongoing non-
compliance. Business
severely affected.

Service/
Business
Interruption

Interruption in
service which does
not impact to the
customer or the
ability to continue to
provide service.

Short term disruption
to service with minor
impact on delivery of
service to customer.

Some disruption in
service with
unacceptable
impact on service
deliver to
customer.
Temporary loss of
ability to provide
service.

Sustained loss of
service which has
various impact on
delivery of service to
customer resulting in
major contingency
plans being invoked.

Permanent loss of core
service or facility.
Disruption to facility
leading to significant
"knock on" effect.

Human Resource

No turnover,
operation resume as
usual.

Turnover rate of 5-
10% with minor
disruption to
operation.

Turnover rate of
10-20% with
moderate
disruption to
operation.

Turnover rate of
20-30% with major
disruption to
operation.

Turnover rate of >30%
with extreme disruption
to operation.

Absent from normal

Absent from
normal occupation

Loss of limb/ serious

Safety and Health Fr:;sst Sa;ig;gﬁ?r occupation for <4 for 4 days and |Ilnrzssm\:veh(;ch Fatality.
' consecutive days. above consecutive hospi?alization.
days.
Likelihood
Almost Certain Likely Possible Unlikely Rare
1 2 3 4 5

The risk is
expected to occur
several times in a

year.

The risk is expected to occur
in most circumstances or
certainly occur within the 12
months period.

The risk is expected
to occur at least
once in the next 12
months.

The risk is likely to
occur less frequently
but at least once in the

next 3 years.

The risk may occur in
exceptional circumstances
and is unlikely to occur in
the next 5 years.
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3.2

Almost Certain

RISK MATRIX

The risk is expected to occur
in most circumstances or
certainly occur within the 12
months period.

An event where the
impact can be absorbed /
managed through routine
control activity.

An event where the
impact can be absorbed /
managed with minimum
Management effort.

An event that causes the
business to sustain
negative financial / non-
financial impacts that
would require some work
/ planning from
Management to manage
the issue.

An event that could lead
the business to sustain
huge adverse financial /
non-financial impacts
that would require hard
work from Management
to manage the issue.

An event that could
potentially crumple the
entire business in the
long term.

Insignificant

Minor

Moderate

Major

Catastrophic

Likely

The risk is expected to occur
several times in a year.

Possible

The risk is expected to occur
atleastonce in the next 12
months.

1

Low

Unlikely

The risk is likelyto occur less
frequently but at least once in
the next 3 years.

Low

Low

Rare

The risk may occur in
exceptional circumstances
and is unlikely to occur in the
next5 years.

Low

Low

3

4
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